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PLAYFAIR CIPHER

The Playfair cipher or Playfair square is a manudl
symmetric encryption technigue and was the first literal
digraph substitution cipher.

The fechnique encrypts pairs of letfers (digraphs),
le letters as in the simple substitution




PLAYFAIR CIPHER

The 'key' for a playfair cipher is generally a word

for the sake of example we will choose 'monarchy’. This is then used to generate a © 'key square’,
e.g.

letters can be used as a key, so Iong as all letters are in it and there are no
ombined with 'i'. We now apply the encryption rules to




PLAYFAIR CIPHER

6. Locate the letters in the key square, (the examples given are using the key square above)

a. If the letters are in different rows and columns, replace the pair with the letters on the same row

respectively but at the other pair of corners of the rectangle defined by the original pair. The
order is important — the first encrypted letter of the pair is the one that lies on the same row as

ne first plaintext letter. 'ha’ -> 'bo’, 'es' -> "il’

of the table, replace them with the letters to their
e left side of the row if a letter in the




EXAMPLE :

An example encryption, "we are discovered, save yourself" using the key square shown at the
beginning of this section

Plaintext: wearediscoveredsaveyourselfx

Iphertext : ugrmkcsxhmufmkbtoxgcmvatluiv




> Size of diagrams: 25|

O But the actual different diagrams are not 25!

encryption and decryption method

O Then what is the number of difference diagrams in
playfair cipher?
= 251/25=24|
» Difficult using frequency analysis
O But it still reveals the frequency information
* Frequency of 2-gram (bi-gram, two-letters)




HILL CIPHER

The Hill cipher is an example of a block cipher. A block cipher is a cipher in which
groups of letters are enciphered together in equal length blocks. The Hill cipher was
developed by Lester Hill and introduced in an article published in 1929




HILL CIPHER ENCRYPTION

To encrypt a message using the Hill Cipher we must first turn our keyword
Into a key matrix (a 2 x 2 matrix for working with digraphs, a 3 x 3 matrix for
working with trigraphs, etc). We also turn the plaintext into digraphs (or

trigraphs) and each of these into a column vector. We then perform matrix
multiplication modulo the length of the alphabet (i.e. 26) on each vector. These
verted back into letters to produce the ciphertext.




HILL CIPHER EXAMPLE

We shall encrypt the plaintext message “retreat now" using the
keyphrase ”back up ” and a 3 x 3 matrix. The first step is to turn the key phrase
into a matrix. Notice that the key phrase is a few letters short, so we fill in the

2me ith the start of the alphabet.
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Encryption of the first tngraph.
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Encryption of the second trigraph.



B A C\ st 1 0 2 19
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Encryption of the third trigraph.
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Encryption of the fourth trigraph.



Decryption

To decrypt a ciphertext encoded using the Hill Cipher, we must find the inverse matrix. Once we have
the inverse matrix, the process is the same as encrypting. That is we multiply the inverse key matrix by the
column vectors that the ciphertext is split into, take the results modulo the length of the alphabet, and finally
convert the numbers back to letters.

P= (K1 *C) mod 26

1 general, to find the inverse of the key matrix, we perform the calculation below, where K is the key
1t of the key matrix and adj(K) is the adjugate matrix of K.

K== d™ % adj(K)




2 X 2 Example
We shall decrypt the example above, so we are using the keyword hill and our ciphertext is "APADJ TFTWLFJ".

We start by writing out the keyword as a matrix and converting this into a key matrix as for encryption. Now we
must convert this to the inverse key matrix, for which there are several steps.

The keyword written as a matrix. (H | )
| O

The key matrix (each letter of the keyword is converted to a number).



http://en.wikipedia.org/wiki/Determinant

Once we have found this value, we need to take the number modulo 26. Below is the way to calculate the determinant
for our example.

‘11 11‘—7><11—8><11——11—15m0d26

Y 4

dd=' = 1mod 26



http://en.wikipedia.org/wiki/Modular_multiplicative_inverse

The multiplicative inverse is the number we multiply 15 by to get 1 modulo 26. 15 x = 1 mod 26

This calculation gives us an answer of 1 modulo 26. - - —
iplicative inverse of the determinant 15 X 7 = 105 " 1 Tn()d 26




Again, once we have these values we will need to take each of them modulo 26 (in particular, we need to add 26 to
the negative values to get a number between 0 and 25. For our example we get the matrix below

‘l‘i-f(171 181):(—1111 _78):6; 178)

e Adjugate Matrix
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ion of the sixth digraph
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