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Abstract 
  
     This paper proposed a method  of  data  hiding by taking 
advantage of the physical  characteristics of  computer system  
and how it stores document  file  and  treating it  as a  compound  
file.  The unused block in Microsoft Compound Document File 
Format (MCDFF) is used to hide data.  The possibilities provided 
by Microsoft Word   Processor program have also been utilized, 
such as Tools, to generate cover for hiding. The proposed system 
embeds steganography text in structure (Binary File Format) of 
digital and printed text document file which is a file of Microsoft 
Word Document file (Doc.) using two Processes: Cover Generation 
and Embedding Processes. Cover Generation Process:  where the 
cover is a document of Microsoft Word Document file format 
2003 (doc.) and will appear to be the product of a collaborative 
writing effort among authors using Track Changes tool. 
Embedding Process hiding text string in unused block of binary 
file format of that document cover. This paper proposed a new 
technique, which gives good results, such that the user can hide 
63byte in 34KB document cover size with informed about size of 
empty document=10/11KB, in addition, using Track Changes tool 
does not affect on hidden data and no problem was detect on 
hidden data at stego-document mailing or copying. 
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1. Introduction 
 
     Steganography is the art and science of communicating 
in a way which hides the existence of the communication 
[9]. The goal of steganography is to hide message inside 
other harmless message in a way that does not allow any 
others to detect that there is a second secret message 
present (to avoid drawing suspensions) [9]. Harmless 
message may be: text, disks, storage devices, network 
traffic protocols, images, audio, video and any other 
digitally represented code or transmission [11]. 

2. Hiding Data in Text 

     Most of the research concentrated on images, audios 
and videos as cover because it can hides large amount of 
information. Written text can be used as a method to 
transmit secret messages. Only small amounts of data can 
be hidden when hiding data in text. For that reason there 
are few studies about information hiding in texts. 

2.1 Data Hiding Techniques 

      The techniques in text hiding are differing from one 
method to another in the following some popular 
techniques:   

  2.1.1 Encoding Information Directly in the Text 
      Many ways have been proposed to hide information 

directly in text like   Syntactic, Semantics, P.Waynar, 
Chapman, Translation and HTML. 

ý Syntactic method:  Where the structure of sentences is 
transformed without    significantly altering their 
meaning, this method utilizes punctuation, diction [15]. 



                       Al-Mansour Journal/ Issue (15) 2011          2011) 15( العدد /مجلة المنصور

 - 3 -

 
 
 
ý Semantics method: Where words are replaced by their 

synonyms and/or sentences are transformed via 
suppression or inclusion of noun phrase coreferences 
[15]. 

ý P.Wayner method: Peter Wayner proposed a Mimic 
Function which exploits the statistical profile of a 
message he uses (CFG) to create cover-text and 
chooses the productions according to the secret 
message to be transmitted, the secret information is not 
embedded in the cover, and the cover itself is the secret 
message Chapman and Davida method: Chapman and 
Davida proposed a system which consists of two 
functions, NICETEXT and SCRAMBLE. Given a large 
dictionary of words of different types, and a style 
source, describes how words of different types can be 
used to form a meaningful sentence. NICETEXT 
transforms secret message bits into sentence by 
selecting words out of the dictionary which conform to 
a sentence structure given in style source [1]. 

ý Translation- based steganography: Use the expected 
errors in the translation process especially in machine 
translation to solve the issue of producing implausible 
text. Information is hidden in the noise that occurs in 
language translation [11]. 

ý HTML: Information is hidden in HTML files by adding 
useless spaces and line breaks or by changing the case 
of letters in the tags [8]. 
2.1.2   Encoding Information in the Text Format  

           Information can be embedded in the format rather 
than in the message itself. In the following popular 
methods: 

ý Open Space method  
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       Encode through manipulation of white space 
(unused space) on the printed page. many methods for 
using white space like Inter-Sentence Spacing which 
encode a binary message into a text by placing one or 
two spaces after sentence, such that one space 
represents "0" and two spaces represent "1", End-of-
line spaces insert spaces at the end of lines and Inter-
word-Spaces one space between words is interpreted 
as a “0”, two spaces are between words are interpreted 
as a “1”.  
ý Line-Shift Coding: 
      Text lines are vertically shifted (moved up or down) 
according to the secret message bits. 
ý Word-shift Coding: 
      In this method, codeword are coded in to a 
document by shifting the horizontal or vertical locations 
of words within text lines, while maintaining a natural 
spacing appearance. 
ý Feature Encoding: 
      Where feature such as Shape, Size, or Position are 
manipulated .In this method certain text feature are 
altered, or not altered depending on the codeword [1]. 
ý Color quantization: 
      The main idea of this method is to quantize the color 
or luminance intensity of each character in such a 
manner that the human visual system is not able to   
distinguish between the original and quantized 
characters, but it can be easily performed by a 
specialized reader machine [15].  
ý  Halftone Quantization: 

 
 

       This method relies on half toning, a widely used 
printing technology that enables continuous tone  
images to be printed with one color ink(grayscale) or a  
few color inks(color) [15]. 
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 3. File Structure 
 

       A file format is a particular way to encode information 
for storage in a computer file [16].  Each format uses 
structure (a way to organize data for storing) in a file [5]. 
There are several types of ways to structure data in a file. 
The most usual ones are: 

3.1 Raw Memory Dumps/Unstructured Formats (RMD) 

      Earlier file formats used raw data formats that 
consisted of directly dumping the memory images of one 
or more structures into the file. This has several 
drawbacks. Unless the memory images also have reserved 
spaces for future extensions, extending and improving this 
type of structured file is very difficult. On the other hand, 
developing tools for reading and writing these types of files 
are very simple. The limitations of the unstructured formats 
led to the development of other types of file formats that 
could be easily extended and be backward compatible at 
the same time [16]. 

3.2 Chunk based Formats (CBF) 

       In this kind of file structure, each piece of data is 
embedded in a container that contains a signature 
identifying the data, as well the length of the data (for 
binary encoded files). This type of container is called a 
chunk. The signature is usually called a chunk id, chunk 
identifier, or tag identifier. With this type of file structure, 
tools that do not know certain chunk identifiers simply skip  
 
those that they do not understand. Even XML can be 
considered a kind of chunk based format, since each data 
element is surrounded by tags which are akin to chunk 
identifiers [16]. 
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3.3 Directory based Formats (DBF) 

       This is another extensible format, that closely 
resembles a file system (OLE Documents are actual file 
systems), where the file is composed of 'directory entries' 
that contain the location of the data within the file itself as 
well as its signatures (and in certain cases its type). Good 
examples of these types of file structures are disk images, 
OLE documents [16]. 
 
  4. Microsoft Word Document and its Components  
      Documents in word have a hierarchical structure as 
shown in figure (1).Different types of properties apply to 
different units in hierarchy  [10].  
 4.1. Annotation and collaboration Microsoft Word 
Document Tools  

 As a linguist, will often be working together with 
someone else on a document either as a co-author, or in 
a student-teacher relationship. Word has some easy-to-
use tools to facilitate such collaborative work [10]. 

4.1.1 Track Changes  

         The “Track Changes” tool gives access to a simple 
method of keeping track of the changes a particular user 
makes to a document. Insertions will display in color and 
underlined; deletions and format changes will display in 
bubbles like comments [10].  Track Changes is a way for 
Microsoft Word to keep track of the changes make to a 
document. Track Changes is also known as redline, or 
redlining.  

This is because some industries traditionally draw a 
vertical red line in the margin to show that some text has 
changed [14] example of Track Change can be shown in 
figure (2). 



                       Al-Mansour Journal/ Issue (15) 2011          2011) 15( العدد /مجلة المنصور

 - 7 -

 

4.1.2 Comments 

          The “Comment” feature allows comments to be 
added to the document. In Page Layout view, recent 
versions of Word will display comments in "bubbles" on 
the right side of the text (moving text over to make room in 
the margin for the comment). Comments from different 
reviewers will appear in different colors [10] example of 
comments can be shown in figure (3). 

5. Microsoft Compound Document File Format (MCDFF) 
      A word file containing Excel sheet and chart, an image, 
a table, and some macros is an example of compound file. 
Files which use MCDFF (Microsoft Compound Document 
File Format) include output files from MS Office 97-2003, 
which consists of the applications MS Word, PowerPoint, 
and Excel [2]. The Microsoft Compound Document File 
Format (MCDFF) 2003 is a document file format based on 
OLE (Object Linking and Embedding), which is used for 
saving various resources as an integrated document in 
Microsoft [13]. A storage component may exist as a 
standalone component. Each storage component may 
have one or more sub-storage components and stream 
components. Also the root component may have stream 
components directly within it [7]. 
 

 6. Structure of a Word Documents files 

     Let's take a look at the structure of a Word document with 
an embedded Excel object, shown in figure (4). The binary 
format for Microsoft Word 97 and later versions is based on 
a structure referred to as a .doc file or compound file. A 
Word .doc file consists of a [13]: 
ý Word Document (Main stream)  
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ý  Summary information stream  
ý  Table stream   
ý  Data stream  
ý  Custom XML storage (Added in Word 2007). 

    0 or more object streams which contain private data for 
OLE 2.0 objects embedded within the Word document [13]. 
The 'MS Word' component is the root component 
containing several streams and one storage item. Different 
parts of the document such as the actual contents, any 
table inserted, the CompObj associated with the DLL files 
for the objects, the Summary Information for the content, 
any image inserted, and the Document Summary 
Information, all take the form of streams under the root 
component. The ObjectPool is the collective storage of all 
the sub-storage components. The figure (4) displays 
samples of the sub-storage Excel component. The Excel 
Sheet itself is a storage component within the ObjectPool 
and has its own streams of information the Workbook, 
Summary Information and Document Summary Information  
 
[7]. The main stream of a Word binary file (complex format) 
consists of the Word file header (FIB), the text, and the 
formatting information.  
 
7. MCDFF metadata 
      MCDFF uses metadata to manage information about 
Streams, Storage. Metadata of MCDFF is header, Block 
Allocation Table (BAT), Sector Allocation Table (SAT) and 
Directory. The exact format structure of these metadata 
was provided by the Spreadsheet Project of Open 
Office.org Documentation of the Microsoft Compound 
Document File Format [3] and the Apache POIFS Project of 
Apache.org. [12] POIFS file systems are called "file 
system", they contain multiple embedded files in a manner 
similar to the traditional file if had a word processor file  
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with the extension ".doc", would actually have a POIFS file 
system with a document file archived inside of that file 
system [12]. Most operating systems, including Microsoft 
Windows manage hard disk drives by dividing their storage 
space into units known as partitions. So that can access a 
partition, before being able to store data on a partition, it 
must formatted. Formatting a partition organizes the 
associated space into what is called a filesystem, which 
provides space for storing the names and attributes of files 
as well as the data they contain. Microsoft Windows 
supports several types of filesystems, such as FAT and 
FAT32, Formatting a disk divides the disk into tracks and 
sectors, each track is divided into sectors sometimes 
called disk blocks as shown in figure (5) where Partitions 
comprise the logical structure of a disk drive, the way 
humans and most computer programs understand the 
structure. However, disk drives have an underlying 
physical structure that more closely resembles the actual 
structure of the hardware. MCDFF uses two types of data 
unit: Small Block (Sector) and Big Block (Block) [6]. If the 
Stream size is less than 4096, the file is stored in small 
blocks and the SBAT is used to walk the small blocks 
making up the file. 
 
If the file size is 4096 or larger, the file is stored in big 
blocks and the main BAT is used to walk the big blocks 
making up the file [12]. 
    
7.1 Compound Document Header 
       The compound document header (simply “header” in 
the following) contains all data needed to start reading a 
compound document file. The header is always located at 
the beginning of the file; this implies that the first sector 
(with SecID 0) always starts at file offset 512.The first 64 
bits of the header form id or magic number identifier of 
office file. The header also contains an array of block 
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numbers. These block   numbers refer to blocks in the file. 
When these blocks are read together they form the Block 
Allocation Table. The header also contains a pointer to the 
first element in the property table, also known as the root 
element, and a pointer to the small Block Allocation Table 
(SBAT) [12]. The block allocation table or BAT, along with 
the property table specifies which blocks in the file system 
belong to which files [12]. The contents of the compound 
document header structure are described in the Table (1). 
property table, also known as the root element, and a 
pointer to the small Block Allocation Table (SBAT) [12]. 
The block allocation table or BAT, along with the property 
table specifies which blocks in the file system belong to 
which files [12]. The contents of the compound document 
header structure are described in the Table (1). 

7.2 Sector File Offsets [3] 

      With the values from the header it is possible to 
calculate a file offset from a SecID: 
sec_pos(SecID)=512+SecID∙    sec_size...(1) 
                        = 512 + SecID ∙ 2 ssz 
 
     
 
Example: with ssz = 10 and SecID = 5 
sec_pos(SecID)= 512+ SecID ∙ 2 ssz  

                 = 512 + 5 ∙ 210 
                 = 512 + 5 ∙ 1024  
                 = 5632.  
Note:  The previous equation is used to calculate Block Position too. 
 
7.3 Property Table (Directory) 
 
      The Property Table is essentially nothing more than the 
directory system. Properties (directories) are 128 byte 
records contained within the 512 byte blocks. 
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 Each directory entry refers to storage or a stream in 
thecompound document. The zero-based index of a 
directory entry is called directory entry identifier (DirID). 
There is a special directory entry at the beginning of the 
directory (with the DirID 0). It represents the root storage 
and is called root storage entry [3]. The contents of the 
directory entry structure are described in the Table (2). 
  
7.4 Block Allocation Table (BAT) 
      The BAT (Block Allocation Table) is the main table for 
space within MCDFF, which is needed to read any other 
Stream in the file [6].   The BAT blocks are pointed at by the 
bat array contained in the header these blocks form a large 
table of integers. These integers are block numbers. The 
Block Allocation Table holds chains of integers [12].  The 
elements in these chains refer to blocks in the files. The 
starting block of a file is NOT specified in the BAT. It is 
specified by the property of a given file. The elements in 
this BAT are both the block number (within the file minus 
the header) and the number of the next BAT element in the 
chain. This can be thought of as a linked list of blocks. The 
 
 BAT array contains the links from one block to the next, 
including the end of chain marker [12].  
The BAT format structure is shown in table (3). Here's an 
example: Let's assume that the BAT begins as follows: 

BAT [0] = 2, BAT [1] = 5, BAT [2] = 3, BAT [3] = 4, BAT [4] = 
6, BAT [5] = -1, BAT [6] = 7, BAT [7] = -2  

Document which is Microsoft Word file 2003.The proposed 
system embeds steganography string in unused block of 
Microsoft Compound Document Binary File Format 
(MCDFF). It is provides two processes: Cover Generation 
and Embedding process as shown in the block diagram-
figure(7). Now, BAT if have a file whose Property Table 
entry says it begins with index 0, walk the BAT array and 
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see that the file consists of blocks 0 (because BAT[ 0 ] is 
2), 3(BAT[ 2 ] is 3), 4(BAT[ 3 ] is 4), 6 (BAT[ 4 ] is 6), and 
7(BAT[ 6 ] is 7). It ends at block 7 because BAT [7] is -2, 
which is the end of chain marker. Similarly, a file beginning 
at index 1 consists of blocks 1 and 5 and block 5 refers to 
unused block. Other special number in a BAT array is: 
ý  -3, which indicate a "special" block, such as a block 

used to make up the Small Block Array, the Property 
Table, the main BAT, or the SBAT [12]. 

In the physical structure of an MCDFF file, each Block is 
numbered with an index number under a header. Figure (6)  
 
shows the process of accessing “Sample A Stream”. The 
first index number for “Sample A Stream” is included in its 
Directory entry. It accesses the BAT to find the index 
number of the other Blocks that “Sample A Stream” uses – 
in this Example, if the first index number is 1st in Directory 
Entry, “Sample A Stream” consist of three Blocks as 1st, 
4th and 5th from BAT [6]. 
  
7.5 Sector Allocation Table (SAT)  
 
      The Sector Allocation Table (SAT) is an array of SecIDs. 
It contains the SecID chain of all user streams. The size of 
the SAT (number of SecIDs) is equal to the number of 
existing sectors in the compound document file [3]. 
 
8. Proposed hiding system in Microsoft Compound 
Document file format (MCDFF) 
     The proposed system is an implementation of text 
steganography methods. This system will be used for 
embedding a steganograhy string into a document which 
is Microsoft Word file 2003 . the proposed system 
embedded steganography Compound Document Binary 
File Format (MCDFF). It is provides two processes . Cover  
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Generation and Embedding process as shown in the block 
diagram – figure(7). 
 
8.1 Cover Generation Process 
      Cover Generation process make data embedding is 
disguised to be the product of a collaborative document 
authoring effort. That is, the stegodocument is made to 
appear to be the work of multiple authors. To facilitate 
communication of the authors during the collaborative 
document authoring process, the word processor records 
the exact modifications by an author and embeds the ways 
of revision as change tracking information into the 
document. From such change tracking information, can 
discern the exact changes made by a prior author, and can 
recover a prior version of the document if necessary (see 
section 4.1 Annotation and collaboration Microsoft Word 
Document Tools). Where an author is modifying a 
document and the word processor has tracked the author’s 
modifications. Each collaborating author can accept or  
reject individual or all modifications made by another 
author.  
It is a common practice for a collaborating author to review 
and then accept or reject each modification in a document 
first before performing his or her own corrections. Once 
upon a time; Microsoft invented "Track Changes". 
"Authors" put "changes" into their documents. More 
recently, "Reviewers" make "revisions" to their documents 
and "revisions" are one kind of "markup". The basic idea 
of the proposed system is to degenerate the contents of a 
cover document D to arrive at another document D' and 
embedding a secret message M in D' during the 
Embedding process, as shown in Fig.  (8). the 
degeneration introduces errors into the degenerated 
document D' such that the degenerated document appears 
to be a preliminary work by a virtual author A', which is to 
be revised later by another author. A binary secret 
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message M is embedded inside a cover document D' to 
obtain a stegodocument S. Chosen Microsoft Word 
documents as cover media, which provide change tracking 
facilities to materialize the proposed method. 
Communications via Word documents are commonplace 
for personal, business, or academic purposes these days, 
used more in Middle East so transmissions of such 
documents will not be under close scrutiny. Most of the 
works cited in the introduction use the technique of 
modifying a cover medium to embed information. 
This type of data hiding generally assumes that the cover  
medium used is unknown to an adversary, or otherwise, 
the discrepancies between the cover medium and the 
corresponding stegomedium will arouse suspicion. On the 
other hand, the proposed method provides legitimate 
cases in using a known cover document. For example, an  
already published document that is collaboratively 
authored can be used as a cover document . 
The stegodocument S appears to be the version of the 
paper before change tracking information removal and 
submission for publication. The transmission of S by one 
of the collaborating authors to another author, a colleague, 
or a supervised student of the author is reasonable.   
  A colleague or a student receiving the document 
containing the change tracking information can learn of the 
mistakes made by a colleague and the appropriate 
corrections to be made thereof . 
 
8.2 Embedding, Extracting Process 
      This method of hiding data in MCDFF is to hide 
information in unused space, unused space occurs as 
unused block as follows. 
 

Algorithm-1: Hiding Data 
  Input: Document of Microsoft Compound Document File 
Format (MCDFF)  
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  Output: Stegodocument 
Steps:         

  Step1: Open MCDFF file. 
Step2: Read secret message from user.                              

Step3: Encode secret message with Huffman Coding.     
Step4: Search for unused block in MCDFF file.               
Step 5: insert secret message into unused block of MCDFF 

file.                                                                               
Step 6: Save the content of document file format. 
Step7: End. 

Algorithm-2: Search Unused Block  
Input::  Document of Microsoft Compound Document Binary     
File   Format (MCDFF).          

 
Output: Unused Block Location. 
Steps: 
Step1: Loading Compound Document header of MCDFF file. 
Step2: Extracting information and offset from header like 

(Microsoft signature, Block size, Block index of the first 
block of the property table (first Directory), byte 
ordering, Block Allocation Table (BAT) ID, minimum 
size of a stream). 

Step3: Go to the first Directory (Root) Address. 
Step4: Extract index of first block in file (starting Block). 
Step5: Go to the Block Allocation Table (BAT) Address. 
Step6: Loading Block Allocation Table (BAT). 
Step7: Accessing from index of the first block in file to all other 

blocks. 
Step8: if Block index = -1 

- Calculate the Address of block index in file. 
- Record the block as unused block. 

 Step 9: Else if (Not End of BAT) Go to step7. 
 Step 10: End. 
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Algorithm-3: Extracting hidden data 
Input::  Stegodocument  
Output: Hidden data 
Steps: 
Step1: Open stegodocument  
Step2: Search for unused block in stegodocument 

   Step3: Extract secret e from unused block of stegodocument. 
 
   Step4: Decode secret message. 
   Step5: End. 
 
9. System Implementation 
    Implementation of proposed system is explained. The 
proposed system is built using Microsoft Visual C sharp 
.Net 2003 under Windows Xp as Operating System, 
Microsoft Word Document 2003, Office Automation 
Technique provided by Microsoft. In this section, the 
stages of the system will be discussed; these stages are 
shown in figure (9). 
 
9.1 Document before Hiding 

      Having opened cover Document file, the Tracking 
Changes Tool will be used to modify document to be like 
collaborative writing between many authors. The cover 
document is shown in figure (10).When the button 
Document is clicked before hiding, it will open the Window 
in figure (11).The secret message will be: 
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                 TWENTY IN COUNTER AT TEN PM FROM CELING 
OUR TARGET DIAMOND THERE ARE ELEVEN GUARDS OUT   

Encoding the secret message with Huffman Coding: 
0010 10000 000 0110 000 0011 0110 000 000 10011 000 11101 000 0101 
11100 10101 0011 0110 10010 10001 0100 10101 0010 0010 11011 000 
0101 0010 11001 0111 0101 10100 0100 10101 0101 0010 000 0110 0011 
0010 0010 000 0101 11000 10110 10111 0110 0100 10110 10100 000 0111  
10011 0111 0101 11100 0100 10101 0110 0010 0011 0110 11100 000 0010 
10010 0111 0011 10110 0100 0101 10010 
When the embedding process button is clicked, it will open 
the:After writing the secret message, the Embed button 
must be pressed to hide this message. Button Exit will 
close the current form. 
 
9.2 Document after Hiding: 
       This button will open the document after hiding a 
secret message the window as shown in figure (13). That 
message shows that this Document contains Tracking 
Change information and will ask if you want to continue 
saving this information. 
 
9.3 Extracting Process 
     This stage describes the implementation of extracting 
method in the following steps: 
First step: is to read the compound header as in extracting 
process. 
Second step: finding starting block of a file. 
Third step: Loading BAT array to accessing the Unused Block 

and extract the secret message from it. 
Fourth step: Decoding the secret message with Huffman 
Coding. 
When click Extraction Process button will open: to extract the 
hidden data press button Extract. Button Exit will close the 
current form. 
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10. Conclusions 
 
        The proposed system provides new method for 
embedding text in text, a number of conclusions were 
derived from this study:- 

1. The Cover Generation process in hiding system will 
increase the security of hidden system and avoiding 
drawing suspensions that there is hidden data  

2. Hidden data in document will not affected by copying 
/ mailing the stegodocument.  

3. The proposed system hides English text in another 
text and gives good results. 

4. This method of hiding data in MCDFF is only a few of 
many ways to hide or encrypt data. 

The difference between original Cover-Text size and Cover 
–Text size after embedding process is acceptable, for 
example in my Cover original cover-Text size is (34 KB 
),Cover –Text size after embedding is (34.5 KB)     informed 
about size of empty Document is 10KB/ 11 KB and hidden 
message size63bytes. 
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Figure (1) External Structure of a Word Document [10] 

 
                   

               
                      

  
 Figure (2) Track change example [10]                                   

  
  

  
  

 Figure (3) comments example [10] 

  
  
  
  
  
  
  
  
  

 Figure (4) Sample Word document storage format [7] 
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Figure (5) the structure of a hard disk 
 
 
 
 

  
  

 Figure (6) MS Compound files structure [6] 
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Figure (8) Author A sends a stegodocument S 
with an embedded message M to   a recipient B 
after embedding M into a cover document D' to 
form S that appears to be the collaborative 
product of multiple authors A and A'. 

 

Figure (9) the main menu for the 
Proposed system 

Figure (10) Cover Document  
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Figure (11) Cover Document after 
Track changes 

Figure (12) Embedding Process 
window 

Figure (14) Extracting 
Process Window 

Figure (13) Document 
after Hiding 
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Table (1) compound document header structure [3] 
  

offset Size Contents  

0 8 Compound document file identifier: D0 CF 11 E0 A1 B11AE1 

8 16 Unique identifier (UID) of this file  

24 2 Revision number of the file format (most used is 003E) 

26 2 Version number of the file format (most used is 0003) 

28 2 Byte order identifier  FEH FFH = Little-Endian 
                                   FFH FEH = Big-Endian 

30 2 Size of a sector in the compound document file in power-of-two 
(ssz), real sector size is sec_size = 2ssz bytes (minimum value is 7 
which means 128 bytes, most used value is 9 which means 512 
bytes) 

32 2 Size of a short-sector in the short-stream container stream in 
power-of-two (sssz), ) real short-sector size is short_sec_size = 
2sssz bytes (maximum value is sector size ssz, see above, most 
used value is 6 which means 64 bytes) 

34 10 Not used 

44 4 Total number of sectors used for the sector allocation table 

48 4 SecID of first sector of the directory stream 

52 4 Not used 

56 4 Minimum size of a standard stream (in bytes, minimum allowed 
and most used size is 4096 bytes), streams with an actual size 
smaller than (and not equal to) this value are stored as short-
streams  

60 4 SecID of first sector of the short-sector allocation table or -2 (End 
Of Chain SecID) if not extant 

64 4 Total number of sectors used for the short-sector allocation 
table 

68 4 SecID of first sector of the master sector allocation table or -2 
(End Of Chain SecID) if no additional sectors used 

72 4 Total number of sectors used for the master sector allocation 
table 

76 436 First part of the master sector allocation table containing 109 
SecIDs 
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Table (2) Property -- 128 (0x80) byte block [12 

 
  

Field Description Offset Length Default value or 
const 

NAME A unicode null-terminated 
uncompressed 16bit string 
(lose the high bytes) 
containing the name of the 
property. 

0x00, 
0x02, 
0x04, ... 
0x3E 

Short[] 0x0000 for unused 
elements, field 
required, 32 
(0x40) element 
max 

NAME_SIZE Number of characters in 
the NAME field 

0x40 Short Required 

PROPERTY_TYPE Property type (directory, 
file, or root) 

0x42 Byte 1 (directory), 2 
(file), or 5 (root 
entry) 

NODE_COLOR Node color 0x43 Byte 0 (red) or 1 (black) 
PREVIOUS_PROP Previous property index 0x44 Integer -1 
NEXT_PROP Next property index 0x48 Integer -1 
CHILD_PROP First child property index 0x4c Integer -1 
SECONDS_1 Seconds component of the 

created timestamp? 
0x64 Integer 0 

DAYS_1 Days component of the 
created timestamp? 

0x68 Integer 0 

SECONDS_2 Seconds component of the 
modified timestamp? 

0x6C Integer 0 

DAYS_2 Days component of the 
modified timestamp? 

0x70 Integer 0 

START_BLOCK Starting block of the file, 
used as the first block in 
the file and the pointer to 
the next block from the 
BAT 

0x74 Integer Required 

SIZE Actual size of the file this 
property points to. (Used 
to truncate the blocks to 
the real size). 

0x78 Integer 0 
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Table (3) Block Allocation Table Block [12] 

 
 

Field  Description  Offset  Length  Default value or 
const  

BAT_ELEMENT Any given 
element in 
the BAT block 

0x0000, 
0x0004, 
0x0008, ... 
0x01FC 

Integer -1 = unused 
-2 = end of chain 
-3 = special (e.g., BAT 
block) 
All other values 
point to the next 
element in the chain 
and the next index 
of a block composing 
the file.  
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   في ھیكلیة وثائق المایكروسوفت وردطریقة مقترحة لاخفاء البیانات
  
  

  *  ھالة بھجت عبد الوھاب.د      *عبد المنعم صالح ابوطبیخ .د.أ
  ∗أماني یوسف البغدادي   

   
  
  
  

  المستخلص
  

ھ  ذا البح  ث یق  دم طریق  ة لأخف  اء  البیان  ات بالاس  تفادة م  ن الخ  صائص الفیزیائی  ة لنظ  ام           
طریق ة ت ستخدم الج زء الغی ر م ستخدم       ال.).doc(الحاسوب وكیفیة خزنھ ومعالجتھ لملف      

في الھیكلیة المعقدة لملف مایكروسوفت ورد لاخفاء البیانات كذلك یتم الاس تفادة      ) الفارغ(
  .من الامكانیات التي یقدمھا برنامج المایكروسوفت ورد مثل  أدواتھ لتولید الغطاء للأخفاء

ل  نص اخرمطب  وع بوثیق  ة ) ال  صیغة الثنائی  ة للمل  ف(النظ  ام المقت  رح یخف  ي ن  ص بھیكلی  ة  
  .مرحلة تولید الغطاء و مرحلة عملیة التضمین:  المایكروسوفت ورد باستخدام مرحلتین 

 2003الغط  اء ھ  و وثیق  ة م  ن وث  ائق برن  امج مایكوس  وفت ورد اص  دار      :  تولی  د الغط  اء 
س  یظھر لیب  دو كان  ھ انت  اج جھ  ود كتاب  ة تعاونی  ة ب  ین ع  دة م  ؤلفین باس  تخدام اداة تعق  ب        

  .التغییر
ھ  ذه العملی  ة  ی  تم فیھ  ا اخف  اء  سل  سلة ن  صیة بالكتل  ة الغی  ر م  ستخدمة    : عملی  ة الت  ضمین

  . بالھیكلیة الثنائیة لذلك الملف ) الفارغة(
 بای ت  63كماوفرت مرونة في اخف اء رس الة حجمھ ا     , التقنیة المقترحة اعطت نتائج جیدة    

 او 10= فارغ ا .doc  كیلوبایت مع الاخذ بنظر الاعتبار ان حج م مل ف   34بغطاء حجمھ 
 كیلوبایت فضلا ع ن اس تخدام اداة تعق ب التغی ر ل م ی ؤثر عل ى البیان ات المخفی ة و ان               11

  .ارسال او نسخ الغطاء مع الرسالة السریة لم یؤثر على البیانات المخفیة
  
  
  

                                                
 قسم علوم الحاسبات/ الجامعة التكنولوجیة  ∗


