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Internet of Things (IoT): A Study on Security attacks and
Countermeasures

Ahmed A. Mohsin, M.Sc. (Asst. Iect.)*

Abstract: Internet of Things (I0T) applications represents a new revolution
in information technology field. Researchers have predicted that by 2020,
the number of digitally connected devices will exceed 50 billion. However,
due to the fact that IoT applications aim to provide the ability for billions of
smart devices to connect and interact to each other via the Internet, loT
security challenges are huge. loT security has always been a major
concern of discussion not only for researchers, but also for users when
assessing the risks of using loT applications. loT applications are
vulnerable to various types of attacks related to security issues. Therefore,
the need to protect such applications from those attacks has been
increased. Many works of researchers have been conducted to reduce or
minimize the effect of security attacks on IoT environment. This research
aims to explore the security requirements and limitations of loT, then
classifies security attacks based on loT architecture layers. Finally, up-to-
date loT security solutions are proposed briefly and conclusions are made.
This research gives a better understanding to future trends for researchers
in 10T security.
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1. Introduction

IoT refers to the connection of physical objects to the Internet based
on standard communication protocols; those objects able to collect the
data from different resources, exchange them using intelligent interfaces
to connect and take a decision and reply with action after analyzing the
captured data ™ 2. 10T applications link physical and virtual things through
communication capabilities and securely integrated into the Internet. IoT
applications use wireless sensors since these devices responsible for
gathering the data and forwarding them to the internet. Different types of
applications is shown in figure 1 such as smart homes, wearables,
industry, smart cities, building management, monitoring, Smart
Transportation, health, smart grids, retail and many others & 4.

Smart Transportation

Internet of things
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monitoring & controlling Healthcare

Figure (1): Internet of Things Applications

IoT applications can face challenges and issues regarding all the
exchanged data by IoT devices, the security requirements. In 2008, the
number of IoT devices connected to the internet was more than the
humans on the earth. Looking to the future, the International Data
Corporation (IDC) predicts that 41 billion connected devices will be utilize
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in 2020, > ®. This estimation do not take into account rapid advances in
Internet or device technology.

1.1 Security Requirements

Security requirements of 10T system extend past the traditional security
requirements. They also need to address authentication, authorization,
data freshness, availability and nonrepudiation. In 2016, Distributed Denial
of Service (DDo0S) attacks against Domain Name System (DNS) causing
disruption access or slowness at Twitter, SoundCloud, Spotify, Reddit and
many other sites [”). It is important to highlight the need for extensive
researches addressing security concerns for the 10T field. 0T are
susceptible to various types of security attacks due to the resources limits
computation and transmission operations. From 8 %1% 0T devices
should ensure some security goals to consider IoT as secure, which
include:

Confidentiality
Integrity

Data authentication
Authorization
Integrity
Non-repudiation
Availability

Client privacy
Attack resiliency
Access control

Key management
Physical security design

Part of or all the above goals should be satisfied and this is a challenging.

1.2 1oT Limitations
Authors of 23 summarized challenges or limitations of 10T

e |IPv4 address drought: the world ran out of public IPv4 addresses in
February 2010. However, the number of billions of new sensor nodes
will require unique IP addresses. IPv6 Features such as auto
configuration capabilities and improved security features make the
network management easier.
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e Sensor energy: wireless sensor are low cost, resource-constrained
devices that can be used for remote sensing uses. The limited energy
is drained due to the execution of the designed functionality that
required (e.g., encryption, decryption, key exchange). Different
methods can be used to reduce sensor energy.

e Agreement on Standards: the lack of standards of authentication and
authorization of 0T devices, the demanding for standards are
increasing, especially in security of 10T technologies and solutions.

As well as there are some other challenges and parameters, that make
the design and implementation of loT complicated process 4!,

Deployment and mobility of objects
Heterogeneity

Network infrastructure
Connectivity

Coverage area

Network size

Device lifetime

QoS requirements

Cost minimization

Network topology
Scalability

Flexibility

Legal, regulatory and rights.

The design space of IoT requirements is achieved when the
characteristics of design step are exploited. However, new advances in
smart things will help in design and developing some technologies and
tools, which can face these issues and challenges. The study lies in five
sections. Section 2 presents I0T architectures. The security threats of a
particular layer in section 3 are classified. Section 4 will studies loT attacks
countermeasures. In order to meet the security requirements, some
possible solutions are discussed in 5 section. Finally, section 6
summarizes the conclusion of the research.

1.3 Related Works
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This subsection tried to study the related works of I0T security based
on security solutions and security goals. As the table 1 shows, a range of
studies on loT security solutions with the corresponding protection
methods have been tested. The proposed solutions provide confidentiality,
integrity, authentication or availability to 10T security proposals.

Table 1: The loT Security Solutions

Proposed solution for
the IoT security

Approches for realizing
Security

Security goals

R. Tahir, H. Tahir, K.
McDonald-Maier and A.
Fernando™.

ICMetric (cryptographic
keys) coupled with SRRP

Confidentially,
Integrity,

Authentication,

Availability

W. Wang; P. Xu; L. T.
Yang 9,

A proxy re-encryption
scheme

confidentiality

M. Rebbah, D. El Hak
Rebbah, O. Smail 7,

An intrusion detection
system based on
Signature-based
approach

Authentication

L. Zhou and H. C. Chao.
]

[18

Key management

Authentication

G. Lessa dos Santos, V.

ECC cryptography

Confidentially,

T. Guimaraes, G. da Integrity,
Cunha Rodrigues, L. Z. Authentication,
Granville and L. M. R. Availability
Tarouco ™.

M. Xin 29, AES and ECC hybrid Confidentially,

encryption algorithm

Integrity,
Authentication

M. Leo, F. Battisti, M.
Carli and A. Neri 2,

Secure mediation
gateway (SMGW)

Authentication,
Availability

D. Zegzhda and T.
Stepanova ?2.

Adaptive random d-
regular graph topology

Integrity

S. Raza, L. Seitz, D.

iSi]tenkov and G. Selander
23

Symmetric Keys

Confidentially,
Integrity,
Authentication,
Availability

T. Fischer, C. Lesjak, A.
Hoeller and C. Steger .

Off-the-shelf security trust
anchors

Authentication

L. Bisne; M. Parmar /.

Attribute-based

Confidentially,
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Encryption (ABE) and

Encryption Standard
(AES)

Dynamic S-Box Advanced

Authentication

B. Ovilla-Martinez, L.
Bossuet 2%,

Physically Unclonable
Functions (PUF)

Authentication

several layers.

2. The Architecture of 10T Environnent
This section introduce the most basic architecture that is commonly
accepted. Then, we explore 10T architecture which take into account IoT
security requirements. There is no single view of 10T structure, which is
agreed universally. The IoT needs architectural solutions to manage
heterogeneous states and to works efficiently
have proposed different architectures. 10T implemented in architecture of

2.1 Architecture of 10T (Three Layers)

The most basic architecture of loT network contains at least the
following three layers ¥® 2 as shown in table 2. It has three layers,

(27]

. Different researchers

namely, application layers, network, and a sensor layer.

Table 2: The three-layer IoT architecture

Layers

Description

Applications

Application layer

defines the required data

and the mechanisms used to

process and analysis the
data in IoT. In this layer,
actions such as
management, control and
Security and of the loT
application are made.

Smartphones, E-
Heath, Smart
transport, Power
Management,
Environnent
monitor

Network layer

Is responsible for linking to
other smart things. Its
features are also used for
transmitting and processing
sensor data.

Wireless/wire
Networks

Sensor layer

is sensing and collecting
information about 0T
devices.

Smart device,
RFID, Camera,
Sensors, GPS
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2.2 10T Security Architecture

It is recommended that a typical 10T architecture be implemented into
four -tiered architecture. Each level will be responsible for performing
different tasks. The architecture implementation should take into account
the 10T applications security requirements and their domains. The
architecture layers of 10T security are secure Device, secure
Communications, secure Cloud, and Lifecycle Management by George
Cora, which is shown in figure 2, [30].

User ” Device(s) Gateway Connection Cloud Applications
& /.\ CRM || ERP
=3 Analytics
€ fonN
A. Secure Device (Hardware) B. Secure Communications C. Secure Cloud

D. Secure Lifecycle Management

ORemote control and updates of devices

* User: can represent a person, device, system, or application

Figure (2): Layered architecture of loT

1. Secure Device Layer

The device layer represents hardware level of 10T, which may consist of
devices or things that are responsible of collecting data or control
objects.

2. Secure Communications Layer

This layer transmits and receives data. Regardless the layer that
transmits the sensitive data, unsecure communication channel can be
susceptible to various attacks.

3. Secure Cloud Layer
The cloud layer can be considered as data handler, it performs many
tasks such as ingestion, analyzing and interpretation

4. Secure Lifecycle Management Layer
It is a central layer to keep loT security up-to-date.
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3. Classification of IoT Attacks

The IoT applications are known to be susceptible to security attacks
such as unauthorized router access, man-in the-middle attacks, DOS
attacks, interference, etc. [31]. Previous works have conducted extensive
studies on IoT security. We classify 10T attacks based on the physical
layer, the network layer or the application layer (table 3). Attacks are
classified depending on which layer the attack happens, some attacks
affect more than one layer such as Side channel attacks, Crypto Attacks,
Traffic Analysis and Relay attacks.

Table (3). Layered classification of loT attacks

Attacks Ap[:IJg;ea;uon Network layers | Sensor layers
Buffer overflows v
Sinkhole v
Relay Attacks v
Man-in-the-middle v
Synchronization v v
Attack
Injection v
Unfairness v
Jammers v
Malicious Code v v
injection
Sybil v v
False Routing v
Sleep Deprivation 4
Attack
Hello and Session v
Flooding
Selective Forwarding 4
Unauthorized access v
to the tags
Unauthorized tag v
Reading
Tag Cloning 4
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Spoofing v v
Tag modification v
Impersonation v
Eavesdropping v v

4. Attacks Countermeasures

This section studies countermeasure for attacks to enhance security of
IoT, as shown in Table 4, some of the developed approaches applicable to
the protection of IoT are presented.

Table (4). Attacks and countermeasures methods for the three Layered

architecture

Attacks Protection method
Buffer overflows Address Space Layout Randomization (ASLR) ¥7.
Sinkhole Message digest Algorithm
Relay Attacks Timestamps and challenge response cryptography™.

Man-in-the-middle

Mutual Authentication and Tamper Detection

Synchronization

VLFSR lightweight encryption function 2.

Attack

Injection
Static Analysis (Data-flow analysis B4, Symbolic
execution ¥**®)) Dynamic detection (Runtime tainting &
%.39 |nstruction set randomization !, Policy
enforcement ¥**4 Whitelisting “*)

Unfairness Small Frames Transmission

Jammers Direct-Sequence Spread Spectrum, and Hybrid

FHSS/DSSS 1,

Malicious Code
injection

Signature and anomaly based approach

Sybil

Trusted Certification, Resource Testing, Recurring Fees,
Privilege Attenuation, Economic Incentives,
Location/Position Verification, Received Signal Strength
Indicator (RSSI?—based scheme and Random Key
Predistribution *°!,

False Routing

Append a Message Authentication Code (MAC) with
message
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Sleep Deprivation
Attack

Random vote, Round Robin scheme

Hello and Session
Flooding

Authentication, Packet Leashes

Selective Forwarding

Multiple Disjoint Paths, Egress Filtering, Authentication,
Monitoring, Hartbeat protocol

Unauthorized access
to the tags

Secure Data Exchange Protocol

Unauthorized tag
Reading

Authentication, install field detectors, shift data to
backend

Tag Cloning OTP Synchronization between tag and backend, unique
‘RFID Fingerprint’ for RFID tag
Spoofing Message authentication, RC4, TinySec, RC5, Filtering,

SSL authentication, IDEA

Tag modification

Authentication, install field detectors, use-read only tags

Impersonation

Cryptographic techniques

Eavesdropping

Session Keys protect NPDU from Eavesdropper, RFID

private, Random key agreement method 4,
Authentication protocol, RWP, AFMAP

5. 10T Security Solutions

For consumer IoT devices, with all-powerful technology has developed,
the potential damage has increased also. Companies such as Dell and
Cisco have all spent Billion dollar to develop a reliable and secure platform
for the 10T. Any suggested solution should provide security objectives at
design levels, at production levels and at all levels of the I0oT device and
data lifecycle. In addition, A security solution must ensure that the data
exchanged by the device and communication are secured. Implementing
security procedures into loT is impossible to implement perfectly.
However, to realize secure I0T, more hardware security implementations
and standards are needed. As a result, there is no one single security
solution, which fits for all security requirements. Here are suggested
recommendations that should be considered to build and develop secure
loT solutions:
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1.

2.

8.

9.

Realization of secure booting of IoT device by cryptography
technology Scheme.

The consideration of implementation cost and security solution
failure.

Implementing a multi-layered approach to secure a device in an loT
environment.

Avoiding the risk of unauthorized access to resources, devices,
data or communication.

building all IoT devices and systems with the ability to be updated
when a malicious code introduced into loT system.

Authentication all communicating 10T devices.

Implementation of secure communication to 0T devices by using
encrypting communication such as HTTPS, SSH, SSL, TLS, etc.
Providing a Firewall which is a layer of security against common
attacks.

Detection and monitoring invalid login activities and any malicious
attempts.

10.Controlling data traffic.
11.Testing the I0T device configurations.
12.Classification the I0T devices and their management requirements

for various protocols and data formats.

13. Defining a unifying architecture that can supporting heterogeneity of

network technologies.

14.Defining the related security activities that must be triggered.
15.Securing the Big Data strategy for IoT.
16.Developing privacy strategies for 0T data.

Design and implementation of 0T security should support an open,
ubiquitous and interoperable secure infrastructure throughout device
lifecycles. We do hope that this suggestions will be useful for researchers
in the field of I0T security, devising a better technical solutions able to
make loT security applicable. Furthermore, more extensive studies on the
security of IoT will provide better understand the flaws and enhance any
suggested security before real attacks happen.
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6. Conclusion

The purpose of this paper is to serves as a reference point in loT
security that researchers can use as a basis for future trends. Initially, the
requirements of 10T security with the limitations that need to be addressed
and some of the related Works are studied. In addition, existing
architectures of 10T are discussed. In particular, three layers architecture
of 10T is studies. Then, several security attacks and their countermeasures
based on three layer architecture are classified. It is significant to
introduce the classification of security attacks to evaluate the effects of the
potential attacks and the cost of protection when designing new security
mechanisms for loT applications. The last part of this work recommended
some up-to-date 10T security solutions to mitigate the problems that occur
due to various security attacks. These suggested solutions are intended to
help researchers meet upcoming security requirements of 0T under
different challenges, or limitations.
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