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Abstract: The rapid development of network technologies and the growing
sophistication of cyber threats have emphasized the necessity of smart, scalable and
privacy-sensitive security solutions. Software-Defined Networking (SDN) is a
system that offers centralized control and visibility of the network globally and as
such is a fitting platform on which to build complex security mechanisms.
Nevertheless, SDN-based traditional intrusion detection methods usually involve a
centralized amount of data collection, posing serious questions about the privacy of
data and scaling. This paper suggests designing a privacy-sensitive Artificial
Intelligence (Al)-controlled SDN controller with Federated Learning (FL) to detect
intrusions in a distributed manner. The SDN controller in the proposed architecture
is complemented with smart modules, comprising of intrusion detection system
(IDS), federated learning aggregation unit, and a decision engine. The distributed
controllers are trained on their own data to obtain a local model (Deep Neural
Network) and only the model parameters are communicated to a central controller
to be aggregated. The model is tested with the help of the NSL-KDD dataset, in
which the network traffic is categorized as normal and malicious. Experimental
outcomes prove that the suggested FL-based model has high detection capabilities,
with the accuracy of 96% and precision of over 90, which is better than the
performance of the traditional non-federated models. The suggested system is
successful in terms of data privacy, lowering the communication overhead, and
increasing the scalability with a high detection accuracy. These findings suggest the
implementation of federated learning in an Al-based SDN controller offers a
powerful and effective framework to current network security.
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1. Introduction

The rapid evolution of network technologies and the proliferation of Internet-based
services have significantly the high rate of development of network technologies
and the spread of Internet-based services has made contemporary communication
infrastructures much more complicated and susceptible. Software-Defined
Networking (SDN) has become a promising paradigm, which makes the network
control plane independent of the data plane, which can be centrally managed,
programmed, and dynamically configured [1-5]. This architectural malleability
renders SDN especially appropriate to incorporate complex security controls and
smart decision-making frameworks. Thus far, centralization of SDN controllers
also presents significant security threats, since they become the target of
cyberattacks like Distributed Denial-of-Service (DDoS), intrusion attempts, and
data breaches [6]. Therefore, the provision of strong and smart security systems in
SDN networks has become a key necessity of new-generation networks.

Simultaneously, cybersecurity threats have become increasingly common and
sophisticated and are threatening the network reliability, data integrity, and user
privacy seriously. The more conventional intrusion detection systems (IDS) are
based on centralized data collection and analysis which in most cases results in
scalability constraints, excessive communication overhead and exposes sensitive
data [7]. The use of machine learning (ML) and deep learning (DL) algorithms has
become popular to improve intrusion detection abilities as it can identify intricate
patterns on network traffic data [8]. Nevertheless, the vast majority of traditional
ML-based solutions demand centralization of large amounts of data in a central
server, which poses a major privacy risk and regulatory issues, particularly in
distributed and heterogeneous networks [9-11].

To overcome them, Federated Learning (FL) has been proposed as a decentralized
machine learning paradigm that allows collaborative training of a model without
any participants exchanging raw data [12]. Local models in FL are trained using
distributed data, and model updates are only shared and combined to create a global
model, thus ensuring data privacy and minimizing the risk of communication. This
is an especially appropriate method in SDN environments, in which various
controllers and network domains can engage in distributed learning with locality of
data. Although it has its benefits, the concept of FL being integrated with SDN-
based security systems is a relatively new research topic, and scanty studies have
been done on the implementation of intelligence as a part of the SDN controller to
make real-time decisions and mitigate the threat.
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Current literature has examined the use of machine learning and federated learning
to SDN-based intrusion detection systems, but there are still a number of research
gaps. The majority of existing solutions consider intrusion detection to be an
independent application-layer functionality, instead of being integrated into the
SDN controller architecture [13,14]. Also, there are numerous studies that do not
have a common framework that integrates privacy protection, distributed
intelligence, and adaptive control into one system. Moreover, minimal focus has
been directed towards developing Al-based SDN controllers capable of conducting
traffic control, threat detection, and collaborative learning in a privacy-compliant
manner. The drawbacks indicate the necessity of an innovative model that will
combine FL and SDN control systems effectively to increase the level of security
and efficiency [15,16].

To address these issues, the paper will suggest how to design a privacy-preserving
Al-based SDN controller based on the use of federated learning to detect intrusions
efficiently. The suggested system augments the SDN controller by incorporating a
distributed learning system that facilitates collaborative learning in multiple
network domains without revealing sensitive data. The fundamental detection
model is a deep neural network (DNN), which is designed to be used to classify
network traffic based on whether it is normal or malicious.

2. Proposed System Architecture

2.1 Overall Architecture
The suggested system presents a privacy-aware Al-based Software-Defined
Networking (SDN) controller that incorporates the Federated Learning (FL) to
provide efficient and distributed intrusion detection. Compared to the conventional
SDN-based security solutions, where the intrusion detection is introduced as an
independent application, the proposed architecture integrates intelligence into the
SDN controller and allows making real-time decisions and take an adaptive
response to mitigate threats.
Overall architecture is modeled as a hierarchical and distributed structure whereby
there are various SDN controllers that learn by means of a federated learning. With
this architecture, the main SDN controller in this architecture serves as global
aggregation server and secondary or domain level controllers in this architecture are
distributed clients. All client controllers locally observe traffic on the networks in
their domains and train a local deep learning model to detect intrusion using their
own data. Raw data are not sent but only model parameters and updates are sent to
the central controller, hence maintaining data privacy, and minimizing
communication risks.
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The SDN controller at the center collects the local model updates received and
combines them with a federated averaging approach to create a global detecting
intrusion model. This international model is then shared to all the controllers
involved and they are then able to increase their detection levels through shared
information without jeopardizing sensitive information. The process is repeated
through numerous rounds of communication, which will guarantee the further
improvement of the model and its response to the emerging cyber threats.
Moreover, the architecture proposed takes advantage of the programmability of
SDN to intimately couple the intrusion detection mechanism with network control
activities. The controller is powered by Al and therefore, in addition to identifying
malicious traffic, it is capable of dynamically implementing security policies,
including blocking traffic or rerouting or limiting traffic rate, depending on the
identified threat. Such close-knit between detection and response plays a key role
in enhancing the responsiveness and effectiveness of the entire security framework.
Figure 1 shows the general setup of the Al-based federated SDN controller
architecture to demonstrate the organization of the proposed system and how the
SDN controller interacts with distributed learning entities.

Local Training Local Training Local Training

Figure 1: Proposed Al-driven SDN controller architecture integrating
federated learning for privacy-preserving intrusion detection.

2.2 AI-Driven SDN Controller Design
The suggested Al-enhanced SDN controller builds upon the original SDN
functionality by introducing smart security measures, allowing real-time intrusion
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detection and dynamic response. It combines three main modules: an IDS module,
which uses a deep neural network (DNN) to process network traffic and label it as
normal or malicious behavior; a Federated Learning (FL) aggregation module,
which enables the use of multiple controllers to jointly train their IDS models and
does not require sharing raw data, thus preserving privacy and enhancing overall
model performance through federated averaging; and a decision engine, which
translates the This close collaboration of detection, learning and control makes the
SDN controller an entirely autonomous and intelligent security agent, greatly
increasing network resilience, shortening response time, and proactively defending
against cyber threats. Figure 2 shows the architecture of the controller with the IDS
module, FL aggregation module, and decision engine as its functional modules.
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Figure 2: Internal architecture of the proposed Al-driven SDN controller.
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2.3 Federated Learning Integration
The suggested system incorporates federated learning (FL) into the SDN controller
to support distributed and private model training to train intrusion detection. The
SDN controller in this architecture is localized and is a model that is independently
trained on locally monitored network traffic data to a deep neural network (DNN)
model. The FL structure makes sure that only sensitive data are within their
respective domains, and only model parameters are collaboratively learned.

2.3.1 Local Training
In the local training phase, every SDN controller gathers traffic flow statistics on its
known data plane devices and uses the statistics to train a local intrusion detection
model. The model is trained through the supervised learning methods with traffic
instances being classified as either normal or malicious. Stochastic gradient descent
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(SGD) is used to perform the training process, which enables the model to update
the weights of the model repetitively using local data samples. At each controller,
the update of the local model can be written as:

wit"'lzwit-nVFi(wit) (1)
where ( Wit) represents the local model parameters at iteration (t), 1 is the learning
rate, and V Fi(w}‘t) is the gradient of the local loss function. This process enables

each controller to learn domain-specific traffic patterns while maintaining data
locality.
2.3.2 Global Aggregation

Once the local training is done, a controller sends its new model parameters to the
central SDN controller, which serves as the federated aggregation server. The
global model is built through local model merging by weighted averaging method,
or more often termed Federated Averaging (FedAvg). The global model update is
given by:

Wt+1=21£V:1piWit+1 (2)
where wt*lis the global model, pi represents the contribution weight of each
client, and ( N ) is the total number of participating controllers. The aggregated
model is then redistributed to all controllers, allowing them to update their local
models with improved global knowledge.

2.3.3 Iterative Learning Process

The federated learning process is carried out in several communication rounds.
Local training and global aggregation is repeated in every round till the model
converges or attains the performance desired. This feedback process allows the
system to keep changing with the changing network traffic patterns and the new
cyber threats. Figure 3 shows the local training and global aggregation process as
an iterative process to better demonstrate the federated learning workflow in the
proposed SDN controller architecture.
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Figure 3: Federated learning workflow.
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2.4 Workflow of the Proposed System
The proposed Al-driven SDN controller has an operational workflow based on a
federated learning paradigm that allows distributed intrusion detection without
compromising data privacy. The system works in a series of synchronized
operations that include data gathering, local model training, parameter sharing,
global aggregation and model redistribution. This workflow sustains a lifelong
learning and adaptation to changing cyber threats in distributed network spheres.

The data on network traffic is gathered at the data plane in the first stage and
monitored using SDN-enabled forwarding devices and switches. The SDN
controller extracts flow-level features, such as packet statistics and connection
attributes, which are used as input for the intrusion detection model. This is a locally
performed data collection process and thus the sensitive information is limited to its
own environment. The second stage involves local training in which the SDN
controllers use their own data. A deep neural network (DNN) model is trained to
either classify network traffic as normal or malicious. The training mechanism uses
local data to learn domain-specific traffic and attack patterns and enhances
detection accuracy without violating the privacy of data.

Each controller sends the modified model parameters (weights) only to the central
SDN controller, the federated aggregation server, after local training. The step will
remove the necessity of moving raw data, therefore, minimizing the overheads of
communication and the privacy threats of centralized data sharing.

During the aggregation step, the central controller takes the local model updates
received and uses a federated averaging algorithm to create a global intrusion
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detection model. The aggregated model synthesizes the information of various
domains of the networks, making it more general and resistant to various types of
cyber threats.

Lastly, the new global model is redispatches to the controllers involved and they
can revise their local models. This is an iterative process, which repeats between
several communication rounds, which allows one to learn continuously, to enhance
performance in detecting, and to respond adaptively to new network threats. Figure
4 shows the workflow of the Al-based SDN controller that incorporates federated
learning to detect intrusions to demonstrate how the proposed system works
sequentially.
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Figure 4: Workflow of the proposed AI-driven SDN.
3. Mathematical Model

This part will provide the mathematical model of the federated learning (FL) model
that is built into the suggested Al-based SDN controller. The global model
aggregation and the loss function, as well as the local training process, are
formulated. All these elements determine the distributed learning mechanism
employed to detect intrusion and maintain privacy of data to several network
domains.

3.1 Global Model Update
In the proposed federated learning, the global model is aggregated by summing
locally trained models of various SDN controllers. Every controller is a client and
adds its updated model parameters on a local scale to the central aggregation
process. The Federated Averaging (FedAvg) algorithm is used to update the global
model with an average of local models weighted.

88



Al-Mansour Journal/ Issue (44) 2026 (44) 22211 / 5 gaiall Aas

wttl= 3V  piwt (3)
where wt 1 represents the updated global model at iteration t+1, w! denotes the
local model parameters of client i, pi is the weight associated with each client
(typically proportional to the dataset size), and N is the total number of participating
controllers. This aggregation mechanism enables the system to combine knowledge
from distributed environments without sharing raw data.

3.2 Loss Function
The federated learning model aims to reduce the global loss objective of the
participating clients. The global loss is the mean of all data sample losses to the
network entities.

1 .

F(W) = BZ?: 12}1'\1211L(W: xij) 4)
where F(W) denotes the global loss function, D is the total number of samples
across all clients, Di is the number of samples at client i, and L(W, xij) represents

the loss for sample x; i This formulation ensures that the global model is optimized

based on the collective contribution of all distributed datasets while maintaining
data privacy.
3.3 Local Training
Local training is completed in isolation on each SDN controller on its own data.
Stochastic Gradient Descent (SGD) is used to update the model parameters by
minimizing the local loss function through the use of gradient updates.
witl=wt-nv Fi(wD (35)
where Wit +1 represents the local model parameters at iteration ¢, 7 is the learning
rate, and V Fi WD is the gradient of the local loss function at client i. After

completing local updates, the model parameters are transmitted to the central
controller for aggregation.

4. Machine Learning Model

4.1 DNN Architecture
The intrusion detection model proposed relies on the Deep Neural Network (DNN)
architecture that is expected to be effective in separating normal and malicious
network traffic. The DNN model is chosen because it can be used to identify the
complex and nonlinear relationship between high-dimensional network traffic data,
which is applicable in cybersecurity use in SDN environments. The features in the
input layer of the model are based on the NSL-KDD dataset and have 41 features
consisting of basic, content-based, and traffic-based features. They are extensive
features of network behavior, and are commonly employed in intrusion detection.
These inputs are then processed by the model using several fully connected hidden
layers to get meaningful patterns and representations.
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The architecture is made up of five hidden layers of a decreasing number of neurons
namely 30, 20, 10, 5 and 2 neurons respectively. This hierarchical architecture
allows gradual features abstraction, with more abstract representations being
acquired at lower levels. The decrease of the number of neurons in the layers also
contributes to reducing the overfitting and enhancing the performance of
generalization. Every hidden layer is followed by a sigmoid activation function that
adds nonlinearity to the model enabling it to learn more complex decision
boundaries between normal and malicious traffic. The output layer is a single
neuron, which is used to classify binary, where the output is whether the input traffic
is benign or an attack.

Training is performed on the DNN model under supervised learning where the data
is labeled and used to train the model. Backpropagation and gradient-based
optimization techniques are applied to optimize the model parameters, making them
efficient to converge. It is built into the federated learning structure, where every
SDN controller will be trained on its individual model, yet it will contribute to the
global model. As shown Figure 5.
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Figure 5: Deep neural network (DNN) architecture used for intrusion
detection.

5. Dataset and Preprocessing

5.1 Dataset Description
The suggested model is tested on the NSL-KDD data, a more mature incarnation of
the original KDD Cup 1999 data, which is commonly used to test intrusion
detection systems. Compared with its predecessor, the NSL-KDD dataset mitigates
a number of limitations such as redundant records, imbalanced data distribution,
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and is better applicable in the assessment of machine learning models when used in
cybersecurity applications. The dataset includes 41 features that describe various
aspects of network traffic, including basic features (e.g., protocol type and
connection duration), content features (e.g., number of failed login attempts), and
traffic ones (e.g., connection statistics). These characteristics offer a holistic
description of network behaviour and are commonly used in research on intrusion
detection.

Moreover, the dataset contains various types of cyberattacks, including Denial-of-
Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root (U2R) attacks.
The intrusion detection task in this work is defined as a binary classification
problem, where all types of attacks are classified as one malicious category, the
normal traffic is the benign category. Although the NSL-KDD dataset is relatively
old, it is still widely used as a benchmark dataset for intrusion detection due to its
balanced structure and reduced redundancy compared to KDD'99. It allows fair
comparison with existing studies.

5.2 Data Preprocessing
Prior to the model training, the dataset is preprocessed in a number of steps to
guarantee the quality of data and enhance the performance of the models. To
prevent bias on training, first, redundant and duplicate records are eliminated. Next,
the irrelevant or low-variance features are eliminated to minimize the complexity
of the computations and improve the process of learning.

Then, categorical characteristics like protocol type and service are encoded in
numbers by using relevant encoding methods. This conversion is needed to allow
the neural network to work with non-numeric data. Moreover, the feature scaling is
used to normalize the input values, so that all features are equally contributing to
the training process and no features have higher numbers that dominate the training
process.

5.3 Data Partitioning for Federated Learning

To simulate a federated learning environment, the dataset is partitioned into
multiple subsets corresponding to different SDN controllers. The data are divided
as follows:

a) 40% of the dataset is allocated to Client 1

b) 40% of the dataset is allocated to Client 2

c) 20% is reserved for testing and validation
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This allocation will make sure that every client can get enough data to train locally
and that a separate collection of data is used to assess performance. Clients
separately train their local model on its own data, and model parameters are only
exchanged with the central controller to aggregate them. This design is
representative of the real-world distributed network settings in which data are
decentralized and sensitive to privacy. The main features of the NSL-KDD dataset
used in this paper are summarized in Table 1.

Table 1: Summary of the NSL-KDD dataset features and characteristics.

Category Description NO. of Features
Basic General information about connections 9
Features (e.g., protocol, duration)
Content Information from packet payload (e.g., 13
Features login attempts)
Traffic Statistical traffic properties (e.g., 19
Features connection count)
Total
— 41
Features

6. Experimental Setup

6.1 Environment
The proposed Al-based SDN controller is experimentally tested in MATLAB
R2023b as a main simulation platform. MATLAB is chosen because it has a strong
numerical computing platform, machine learning platform, and is highly efficient
at manipulating matrices, which is crucial to training deep neural networks and
simulating federated learning processes.

The experiments are run to a high-performance computing platform with an Intel
Core 17 processor with a speed of 3.2GHz, 32GB of RAM, and an NVIDIA GeForce
graphic card, having 6GB of dedicated memory. This structure allows the training
of models efficiently and facilitates parallel processing when training models
through federated learning. GPU acceleration drastically shortens the training time,
especially when it comes to computing deep neural networks and iterative
aggregation algorithms.
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6.2 FL Configuration

The federated learning structure is implemented using a client—server architecture
within the SDN environment, where two distributed SDN controllers act as clients
and a central controller serves as the aggregation server. Each client trains a local
model using its own dataset and periodically shares only the model parameters with
the central server, ensuring data privacy. The training process is conducted over
multiple communication rounds, with local updates performed at the client side and
global aggregation at the server side in each round. A total of 15 rounds are used to
achieve model convergence and improve detection accuracy.

Additionally, the dataset is introduced during training, starting with smaller subsets
and expanding to the full dataset, allowing the evaluation of model performance
under different data availability scenarios and simulating realistic distributed
environments. This design balances computational efficiency, communication
overhead, and model performance, as summarized in Table 2.

Table 2: Experimental setup and FL configuration parameters.

Parameter Value
Simulation Tool MATLAB R2023b
CPU Intel Core 17 (3.2 GHz)
RAM 32 GB
GPU NVIDIA GeForce (6 GB)
Number of Clients 2
Aggregation Server SDN Controller
Number of FL. Rounds 15
Dataset NSL-KDD

.7 Results and Discussion
In this section, the performance analysis of the proposed Al-based SDN controller
combined with federated learning (FL) to detect intrusions will be provided. It is
assessed based on the key performance measures, such as accuracy, precision and
true positive rate (TPR). The aim is to determine how effectively the proposed
system is in identifying cyber threat and maintaining data privacy in distributed
network settings.

7.1 Accuracy
Accuracy is a performance measure that is used to assess the general accuracy of
the intrusion detection model. The experimental findings indicate that the suggested
FL-based DNN model has a high-detection accuracy of about 96, which indicates
that it is effective in classifying network traffic into normal and malicious.
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Moreover, the precision is enhanced gradually with several rounds of federated
learning as the accumulation of knowledge is done by distributed SDN controllers.
This feedback learning approach improves the generalizability of the model in a
variety of network settings, and results in more consistent and robust performance.
The accuracy grows gradually in the course of training as demonstrated in Figure
6, which shows that the federated learning mechanism is able to play a substantial
role in increasing performance. The fact that the values of accuracy converge in the
subsequent rounds also indicates that the model is in a stable state, which proves
the strength of the suggested approach in distributed intrusion detection situations.
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Figure 6: Accuracy progression of the proposed FL-based DNN model across
multiple federated learning rounds.

In addition to accuracy and precision, further evaluation metrics are used to provide
a more comprehensive assessment of the model performance. These include Recall,
Fl-score, Confusion Matrix, and Receiver Operating Characteristic (ROC)
analysis.

7.2 Precision
Precision is a measure of the percentage of attack instances that were correctly
identified out of the total number of attacks that are detected. A precision value of
more than 90 per cent is obtained by the proposed model, which is low false positive
rate. This finding validates that the model can be trusted in differentiating normal
traffic and malicious traffic. The precision is especially crucial in a real-world
network setup, where the false alarms may cause the waste of resources and system
inefficiency. To further assess the applicability of the proposed model in reducing
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false positives, Figure 7 shows the precision performance with repeated rounds of
federated learning.
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Figure 7: Precision performance of the proposed FL-based intrusion
detection model across federated learning rounds.

7.3 True Positive Rate (TPR)

One of the key performance measures, which determines the performance of the
model in those cases when it correctly recognizes real attack cases, is the true
positive rate (TPR) or recall. As the experimental data shows, the proposed FL-
based DNN model has a high TPR at all times, which is indicative of the high ability
of the model to identify malicious actions in network traffic.

The findings also indicate that the TPR increases progressively with the rounds of
federated learning, which indicates the effectiveness of the collaborative learning
process in increasing the detection sensitivity. This enhancement underscores the
fact that the model can learn through distributed sources of data, and can also adjust
to varying and changing patterns of attacks. Figure 8 shows that the TPR has a
gradual increase with the training process, which ultimately levels to higher values.
This convergence pattern shows that the model has a high detection rate and does
not deteriorate in terms of performance, which is essential to guarantee reliable and
robust cybersecurity within a dynamic and distributed network setting.
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Figure 8: True Positive Rate (Recall) performance of the proposed FL-based
intrusion detection model across federated learning rounds.

7.4 Performance Comparison

In order to further confirm the effectiveness of the proposed approach, the federated
learning-based DNN model is compared with the traditional non-federated learning
models. The purpose of this comparison is to emphasize how federated learning can
be used to enhance the performance of models in a distributed network setting.

As shown in Table 5, the proposed FL-DNN model has a much better detection accuracy
of about 96 per cent, as compared to 76 per cent and 83 per cent of the non-federated
models. This gain is an indication of a significant performance improvement of up to 20%
which shows that federated learning is effective in improving model generalization and
detection ability. The high-performance of the proposed model is explained by the
possibility to utilize distributed data sources with the help of collaborative training which
allows the model to acquire more diverse and representative patterns of traffic. Conversely,
conventional centralized models are based on limited datasets, which can limit their
extrapolative capabilities to other network conditions. The suggested FL-based model,
Table 3. Performance comparison between federated and non-federated intrusion
detection models.
Table 3: Performance comparison

Model Accuracy
FL-DNN (Proposed) 96%
Non-FL Model 1 76%
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Non-FL Model 2 83%

The results demonstrate that the proposed model achieves a balanced performance
across all evaluation metrics. The high Fl-score indicates an effective trade-off
between precision and recall, while the AUC value confirms strong classification
capability. As shown Table 4

Table 4: Performance Evaluation Metrics of the Proposed Model

Metric Value
Accuracy 96%
Precision 91%

Recall 93%

F1-score 92%
AUC 0.95

7.5 Analysis and Discussion
The excellent results of the suggested FL-based model could be explained by a
number of factors associated with the paradigm of learning and the architecture. To
begin with, federated learning allows sharing knowledge among several SDN
controllers without the necessity of a central collection of the data. This distributed
learning model enables the model to learn various traffic patterns across different
domains of the network, leading to a better generalization ability and a much greater
detection accuracy than traditional centralized methods.
Second, federated learning is privacy-preserving, which means that sensitive
information will be stored at each controller, limiting the likelihood of data leakage.
This feature is especially important in contemporary network settings where
stringent data protection policies have to be implemented. The proposed system
does not require to transfer raw data, which results in a tradeoff between privacy
and model performance, hence it can be applied to real-world, privacy-sensitive
deployments.
Moreover, the intrusion detection mechanism directly integrated into the SDN
controller will improve responsiveness and efficiency of the system. In contrast to
the traditional architectures where the external detection modules are used, the
proposed design allows detecting the threat in real-time and automatically
implementing mitigation policies. This close connection between detection and
control will greatly decrease the response time and the overall resiliency of the
network against cyber threats.
Moreover, federated learning is iterative, which adds to the constant improvement
of the model. The more the global model is updated in various communication
rounds, the more robust it will be to the changes of attack patterns and dynamic
network conditions. This flexibility is vital in ensuring a steady performance within
settings with swiftly evolving cybersecurity threats. Nevertheless, even with these
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benefits, there are still some challenges. The overhead inherent to the federated
learning process is the communication overhead caused by regular parameters
exchanges between distributed controllers that can be a limitation in large-scale
deployments. In addition, federated systems may be vulnerable to adversarial
attacks like model poisoning and inference attacks, which may adversely affect
model integrity. To overcome these shortcomings, it is necessary to incorporate
superior security measures, such as differential privacy, secure aggregation, and
effective model validation strategies.

8. Conclusion
In this paper, a privacy-conscious Al-based SDN controller is suggested, which
incorporates federated learning to facilitate effective and distributed intrusion
detection. This framework mitigates the shortcomings of the classic centralized
security systems by enabling multiple SDN controllers to jointly train models
without transferring sensitive information to keep privacy intact. With the ability to
detect and react in real-time by incorporating intelligence into the SDN controller,
the system enhances the security and resilience of the network. The federated
learning framework includes a deep neural network (DNN) to learn the traffic
behavior and effectively differentiate between normal and malicious behavior.
Experimental tests demonstrate good performance with up to 96% detection
accuracy and more than 90 percent precision, which is better than the classic non-
federated models. These results prove that federated learning improves the
generalization of models through the use of distributed data and ensures
confidentiality. Scalability is also enhanced by the system as the training process is
distributed among multiple controllers, thus the individual computational load is
also decreased. Its design that focuses on privacy is consistent with current data
protection needs, such that it can be appropriate in the field of the real-world
applications in sensitive settings. Nevertheless, there are certain issues such as
communication overhead on model updates and possible adversarial attacks within
federated environments. Future research can be aimed at the combination of more
sophisticated privacy methods like differential privacy and secure multi-party
computation, and the use of explainable Al in order to enhance transparency. On
the whole, the suggested framework can provide an effective approach to the
creation of intelligent, scalable, and secure SDN-based network architectures.
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