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| ~_ ABSTRACT |

The objective o this paper is to investigate a novel biometric metho
based on hand geometry recognition for automatically verifying the identit
of a person. Hand recognition is as a promising biometric which is bein
used in low-level security applications for several years. Unlike other han
geometry based systems, neither the user have to undergo the inconvenienc
of using pegs, nor the using of expensive dedicated capturing devices ar
employed. Hand features are extracted and used to generate som
geometrical parameters that can be used to decide if two images belong t
the same hand. Tests are conducted on image data sets taken from 50 user
and the experimental results demonstrate that a FAR of 2% whil

maintaining a FRR of less than 3%, can be achieved by our method.
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Introduction

As human interaction with networked society has become
our daily addiction, the demand for reliable user authentication
technologies has become more and more important. Traditional
means of authentication require remembering lots of passwords,
PINSs, card keys, and other forgettable security codes. However,
stronger authentication technologies, capable of providing higher
degrees of certainty that a user is who he claims to be, are
becoming commonplace. Biometrics is one of such strong
authentication techiiologies.

Biometric technologies as we know them today have been
made possible by the explosive advances in computing power and
have been made necessary by the near universal connectedness of
computers around the world. The increased perception of data and
information as near equivalents of currency, in conjunction with
the opportunities for access provided by the Internet, a paradigm
shift with significant repercussions for authentication. If data is
currency, then server-based or local hard drives are our new
vaults, and information-rich companies will be held responsible
for their security. Because of this, passwords and PINs are nearing
the end of their life cycle for many applications. The leading

biometric technologies-including finger-scan, facial-scan, voice-
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scan, hand-scan, iris-scan, signature-scan, retina-scan, keystroke-
scan, and Automated Fingerprint Identification Systems (AFISs)-
each have their strengths and weaknesses, and are each well-
suited for particular applications [1]. There is no single best
biometric technology, nor is it likely that any single technology
will come to dominate in every area of the biometric industry.
Instead, the requirements of a specific application determine
which, if any, is the best biometric [2]. While comparing the
capabilities of finger-scan, facial-scan, and other leading
technologies as a solution for a specific application-such as
desktop one to one verification is very valuable, attempting to
compare biometric technologies without an application is largely
meaningless [1, 2, 3]. Hand recognition technology utilizes the
distinctive aspects of the hand (in particular; the height and width
of the palm and the fingers) to verify the identity of individuals.
Hand recognition has been used for years in thousands of
verification deployments. Hand-scan is a more application-
specific solution than most biometric technologies, used
exclusively for physical access and time and attendance
applications. Hand recognition’s strengths include that it is able to
operate in challenging environments, it is an established, reliable

core technology, and generally perceived as nonintrusive, which
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is based on a relatively stable physiological characteristic [4, 5, 6,

7, 8].

Previous work

In their development of an automatic personal identification
system, Dapeng Zhang and Wei Shu have talked about what they
did refer to by datum points in the palmprint as an invariant
characteristics [9]. However, what they referred to; were the two
endpoints obtained from the intersection of the principal lines
with the sides oi the hand. Their usage of these points was
devoted to assess the right angle coordinate system that they used
to handle the inconsistency of hand positioning. Slobodan Ribaric
and his fellows [6], C. Poon and D. Wong [10], gave some cues
about an approximation to two reference points located between
the fingers, but they also used them only to define the focus-of-
attention (FOAR) in their palmprint research. Wai King Kong and
David Zhang [11] adopted a similar approach to extract the
maximum region of interest in the palm.

Up to this point, neither of the above researchers, nor any
other literatures have reported a practical methodology to extract
and use the proposed feature points and use them directly for
verification. It also seems worthily to report that A. Jain and Arun

Ross [12], and Nicolae Duta [13] have separately developed
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verification systems that are based on the direct matching of the
hand shapes. They used pegs to guide the hand to some consistent
positioning in addition to the heavy computations needed in the
point to point pairwise distance matching process they adopted.

In the proposed system, the data were collected using a
document scanner. The users were let free to place their hands
anywhere on the scanner. The only comment they were told was
to keep their fingers normally little separated and the hand to be
placed vertically as much as they could. The desktop of the
scanner was set up not to let the thumb finger to be captured. This
was done because cf that the side view of its appearance provides

no useful information for the processing.

Hand Image Acquisition

Hand features were extracted from the image of the right
hand. There were no pegs, thus translation and rotation (about +
20 related to the vertical line of symmetry of the scanner surface)
was expected. A moderate resolution (about 200dpi) taken from
50 person (5 semples each) including: male and female, young

and old people, workers, and others were adopted.
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Preprocessing '

To obtain hand images appropriate for feature extraction,

the following steps were taken:

Stepl: A trimming process is applied to get rid of the
unuseful surrounding background followed by a
translation transformation as a step toward obtaining

a normalized version of the hand image.

Step2. A low pass filter is applied followed by a
thresholding process to binarize the image.

Step3: A dilation process followed by erosion is
applied to remove any small holes and to smooth out

any interlacing anomalies in the hand region.

Step4: The boundary of the resulted image can be

extracted using any edge detection routine, say Sobel.

Figure (1) illustrates the results of the above steps.
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Figure (1): (a): Typical image obtained by a scanner, (b): the binarized
image, (c): the image border, (d): the proposed feature points

Feature Extraction

The three holes located between each two adjacent
fingers in the hand can be detected by segmenting the
binarized image depending on some geometrical
calculations into three sub-regions. The start and the end of
each hole can be obtained by tracing the upper endpoints of
the middle sub-region. The three points located on the head

of each hole are extracted and used to find another three
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points as shown in Figure (1). Many possible triangular
shapes can be held using the six points as vertices and
connecting each three together. Eight of the possible
triangles were chosen based on the possible unique features
they might convey. Many tests were conducted to assess the
stability and generality of this assumption and it was found
to be valid for four triangles. After extensive observations, it
was found that the line that the middle finger made when
meeting the palm body, can be used to establish an
appropriate hana coordinate system. The angle that is
determined by this line with the horizontal line of symmetry
of the hand image is used to rotate the image and obtain a
completely normalized hand image. The adjusted feature
points (after rotating the image) are extracted and used to
calculate some other geometrical parameters to enhance the

results. This biometric data is the feature vector.

Enroliment

In this process, the feature vectors (for each of the
three training samples) is constructed and saved to the
template file, In our proposed approach, the template file

was too small (about 7 bytes only). The pertinent
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authentication information in which an authorized user is

introduced to the system must be attached as well.

Verification

This one-to-one process is done by using the
biometric information presented by the individual and those
were already enrolled and saved under the same pertinent
information. The two referenced template files are
compared and the decision whether a match is to occur or
not is performed Ly computing the length of each edge of
the triangle using the Euclidean distance. Then, a theorem
from elementary geometry is used to find out if the two
triangles are similar on the basis of the overall rate between
the corresponding edges of one triangle and their
corresponding edges of the other. This operation is repeated
for each of the other training samples. Then, a rated
matching score taken from comparing the verification
biometrics and each of the training biometrics is registered
and found to preaduce more stable results. In addition to the

traditional pararieters of the evaluation criteria (FAR and
FRR), a utilization of another important performance
measure, namely TSR was used. Ying Han, Andrew T. B. J
[14], introduced this measure.
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Experimental Results

Table (1) summarizes (first row) the performance
evaluation parameters of the system against a break-in
attempt of one of the authorized users, and (second row) the

same parameters for an outsider imposter attempt.

Tablel: the performance evaluation parameters

Threshold FAR FRR TSR
0.08 2% 3% 95%
0.11 2% 2.2% 95.8%

The average plots of false acceptance rate (FAR) and
false reject rate (FRR) for different values of the threshold
for the above attempts shows that while keeping FAR less
than 2%, we can achieve FRR below 3% for the first and
little greater tkan 2% for the second for verification, as

illustrated in Figures (3) and (4).
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Figure (3): An illustration of the average plots of FAR
and FRR of the system.
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Figure (4): An illustration of the same parameters taken for an
imposter attempt
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Conclusion

This paper reports a hand geometry method using a
new approach that can be adopted for verification. This approach
is foolproofed because these significant physiological features
are unique, unchanged and cannot be forged or transferred. We
tested the proposed approach on a database of about 250 hand
images from 50 people. Our results encouraged us to suggest this
approach to be used for medium security applications. Stronger
claims about the approach can be only made after conducting the
experiments at a larger scale with samples collected over larger
periods of time. Also, more investigations can be made to study

the possible use of the system for identification.
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